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Abstract. The paper considers the problems of cybersecurity for distributed
infocommunication networks, related to the violation of the access rights of the
executable code of active data to network node resources (shared memory, radio
channel reconfiguration, motion control functions, onboard node sensor).
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1 Introduction

In order to ensure the platform-independence of active data (AD) technology, as well as
to increase its security, it is proposed to apply the technology of virtual machines.
A virtual machine can use both the principles of para-virtualization and full virtual-
ization [1-5] because the executable active data code should not receive direct access to
hardware resources for security reasons. The role of the software layer is performed by
the hypervisor. This software layer controls the provision of resources to virtual
machines and decides which instructions must execute directly, and which ones must
emulate. In the case of the paravirtualization, the embedding of the code responsible for
the virtualization of hardware re-sources in the code of AD is implied. This eliminates
the need to determine which instructions are safe and are allowed to run directly on the
processor, and which ones are unsafe and require emulation. In the code prepared in
this way, the AD will not contain unsafe instructions; instead, they may be called
hypervisor application programming interface (API) [6-8].

2 Formalization of Active Data Virtual Machine

The principle of digital content separation to the transport (initializing) stream and the
generating program [9, 10] enables flexible adaptation of the content to the existing
features and limitations of the physical transmission channels. Within the active data
conception, the decoding program can be generated on the transmitter side for every
data type to be sent and be transmitted before initializing stream. If predetermined
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standard data types are to be used (in this case, on the receiving side, there is a set of
standard data recovery programs needed) it is possible to transfer only the index of the
program required for recovery of the digital information object. The approach of
software-defined systems being configured in accordance to demands and specifics of
the transmitted active data enables to create flexible virtual communication environ-
ment. The single packet of active data can be described as a bit structure containing
three components: signature S, program P and initializing stream D. The only
mandatory component is the signature which is needed for the active data packet
(ADP) identification and the program to be executed on the receiver side. Initializing
stream (based on terminology in [9]) is an input data for the program P and is being
transmitted to ADP only if it is needed.

To organize data transmission in mobile networks, there are a number of approa-
ches described in [11-13], each of which has its own limitations. The AD concept is the
expansion of such approaches, which allows solving the problem of limited control-
lability [14]. As an example of the scenario, we will give an example of the organi-
zation of relaying AD through a network of mobile nodes controlled by AD, by the
analogy with [14].

In this paper, we use a formalization of the Active Data Virtual Machine (ADVM).
As most of the modern computer systems are based on Turing Machine [15], we can
define a computer system as:

M = (S, I, 5, 50, Sf)

where S denotes the set of all the states a machine (computer system) may have;
I denotes the set of all the instructions a machine can provide; 8: § x I — § X [is the
execution operator of an instruction of I; so denotes the initial state of a machine; Sy
denotes the set of all the possible final states of a machine.

Furthermore, we define a series of Execution Operator as d(m), so we can get:

O (Spyin) = 0% . .0%(Snyin) = 0(. . .0(Suyin)) = (Snsms inm)-

m

Accordingly, the active data is defined as:
A= (6".p)

where ) is a series of Execution Operator, D denotes the data stream.
Using the principle of homoiconicality (unity of the presentation of instructions and
data) allows you to build a combined alphabet T:

T=IUD

Comparing to the classic Turing Machine model, we do the following changes to
our model: redefine the Input Symbol as the set T (instructions and data), which are
actually all the symbols a virtual machine can accept.
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Depending on the permissions on the actions of the active data executable code,
there are 2 possible variants of the virtual machine implementation, on the choice of
which the analysis of potential system vulnerabilities depends:

e Active data are forbidden to modify the processor:
Yo 6:M— M.

e Active data allowed to modify the processor:

Vo 6:M — M*.

3 Information Security of AD

Information security threats in info-communication systems can be divided into two
broad classes - internal and external. In this work, attention will be paid to the elim-
ination of internal threats arising from the use of active data, since external threats can
be mainly eliminated using the classical methods of ensuring information security.

In data networks built using active data, internal threats can be caused by vulner-
abilities in both hardware and software, including those associated with disruptions in
the execution of an active data program, since active data can access control of network
device components. These threats include [16-20]:

e The threat of unauthorized access to the host network memory. Realization of this
threat may entail a violation of the confidentiality of information stored and
transmitted on the network, or a violation of its integrity, which, if necessary for the
correct functioning of a network device or network, may lead to problems in the
operation of the system.

e The threat of access to the network functions of the device, in particular, to the
possibility of reconfiguring the communication channel. The implementation of this
threat makes it possible to change the properties of a communication channel
organized by a compromised network device and the subsequent disruption of
communication with it due to the discrepancy between the communication channel
parameters of the nodes using it. A by-effect of this threat is a violation of the
availability of information on the network.

e The threat of access to the functionality of the components of the node: on-board
sensors, mechanical drives, etc. The implementation of this threat may lead to a
violation of the correct operation of the node itself and, in consequence, of the
network itself. For example, if an intruder gets access to the functionality of the
onboard sensors, it can disrupt their work, which in turn will disrupt the node
receiving information about the state of the environment. This may lead to the
impossibility for the node to implement a number of functions depending on the
information received from the sensors.
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The threats listed above are related to the possibility of an access violation by the
executable code of active data. To eliminate them, a clear distinction is required
between the access rights of different types of active data programs to the node
functionality depending on the purpose of their execution.

e The threat of selfishness. This threat is peculiar to mobile networks, nodes of which
have limited resources, both battery and computing power. When reducing the
number of available resources, the node that trying to save them may limit the
provision of its own routing services to other nodes, which will lead to a violation of
the availability of information in the network.

e Considering these threats, the following attacks on information-communication
networks of active data are possible [16-20]:

e Man-in-the-middle attack. An attack in which the intruder changes the connection
between the nodes, which in this case continue to assume that they communicate
directly with each other. This attack leads to a breach of confidentiality of infor-
mation, since information transmitted between nodes passes through the node
compromised by the intruder. Also, depending on the violator’s goals, it may also
result in a violation of the integrity or availability of information: the intruder may
replace the transmitted data with his own or not transmit partially or completely
received data to the receiving node, while the sending node will consider them
delivered.

e Insomnia test. An attack on mobile wireless networks that poses a threat of
selfishness, in which the intruder increases the power of the target node, which is
why the node, trying to save battery power, limits its work, resulting in a violation
of information availability in the network.

4 Empirical Part

An experiment on the implementation of active data technology will be conducted
based on a network of unmanned ground vehicles. The purpose of this experiment is to
analyze the vulnerabilities and threats in these networks when using active data and to
find ways to eliminate them.

The experimental stand consists of models of unmanned vehicles (MUVs) and an
external information center (EIC), which is an intermediary in the exchange of infor-
mation between the MUVs and is responsible for its storage. Each MUYV is a system of
physical elements, the interaction of which allows for the analysis of the environment,
movement in it, communication within a group of models, as well as various algo-
rithms necessary for the functioning of the system.

The MUYV system includes two subsystems - computational and executive. The
computational subsystem is responsible for building the route and analyzing deviations
from it, developing a list of commands for execution and making communications. The
executive subsystem, in turn, implements the commands developed by the computing
subsystem and provides for the detection of obstacles to movement. The structure of
the IBA system is presented in Fig. 1.
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Fig. 1. The structure of the MUV system

The computational subsystem consists of three elements - the central computing
device (CCD) of the Raspberry Pi, the Raspberry Pi Camera Board camera and the
Xbee communication module. The main device of this subsystem is the CCD, which is
responsible for processing information from other devices, developing the route and
command lists.

The camera is responsible for the computer vision of the MUV - it accepts frames
with road markings, thanks to which the CCD is able to determine the distance traveled
and the need for route correction.

The communication module exchanges data between the MUV and the EIC, based
on which the CCD determines the identification number of the MUV in the group and
the priority of movement in disputable situations.

The executive subsystem consists of four elements - the central executive unit
(CEU) Arduino Nano, two servo drives and an ultrasonic range finder. CEU is the main
device of the subsystem, which analyzes the commands coming from the CCD nec-
essary for execution, the processing of obstacle data from a rangefinder and the control
of servo drives. The main task of the CEU is to supply pulses to servos, the change in
the magnitude of which allows you to adjust the speed and direction of rotation of the
servos. The ultrasonic range finder, based on the time elapsed from the moment of
radiation to the moment of returning the signal, determines the distance to the obstacles
and, in case of detection of an obstacle in dangerous proximity to the MUV, sends the
command of the CEU to stop the servo drives.
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The generalized model of information interaction is presented in Fig. 2: the
information center includes CCD and CEU - elements of information processing and
control of other elements, and elements with limited functionality (i.e., capable of
performing only individual actions) are related to the physical level.

Information level

Physical level

A x j A
(Communication| Ultrasonic
Camera Servos
module range finder

Fig. 2. The interaction of the MUV system elements

In this network, active data is a set of commands generated by the CCD of one
MUV to execute the CEU of another, with which several system security problems are
associated: the possibility of violating the confidentiality of the transmitted data, i.e.,
execution of the transmitted active data packet by the transit node, and the possibility of
unauthorized access of the executable code of the active data to the elements of the
physical layer MUV. To eliminate the first MUYV threat, node authentication is required
when attempting to execute an active data code; for the second - the implementation of
the system of differentiation of access rights at the information level MUV.

Scenarios for the implementation of attacks on the MUV network [18, 19]:

Man-in-the-middle attack. The implementation of this attack is as follows:

1. The offending node C sends a request to establish a connection to node A, pre-
tending to be node B.

Node A establishes communication with Node C.

Node C sends a request to establish a connection to Node B, appearing as Node A.
Node B establishes communication with Node C.

In the process of transferring data from A to B and back, node C, when received,
performs the necessary manipulations with them and then passes them on.

DA S
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However, when a connection is already configured between nodes A and B, in
order to launch an attack, it is necessary to break the current connection before per-
forming these actions. To do this, you can send a request on behalf of the second one to
stop the connection to one of the nodes, or make the channel ineffective for high-
quality data transmission (for example, increase the noise level in it), as a result of
which the connection through this communication channel is interrupted. In addition,
this attack can be implemented in case of violation of the access rights of the executable
code of active data to the functions of the communication module, as a result of which
it is possible to reconfigure communications in the network in a manner necessary for
the intruder.

—0w A

© ©

Initial connection of nodes Break of A -B connection Established A -C and C-B
A-B and establish of A -C-B con- connections
nection

e Insomnia test. The implementation of this attack is possible in several ways. The
first is sending more traffic through the target node, as a result of which the node
will need to direct additional resources to the processing of input data. The second —
if there is access to the communication module functionality obtained as a result of
an access violation of the active data programs being executed — the intentional non-
optimal use of the device components from the point of view of energy
consumption.

O—O8 %g %}om

1. Normal operation of sys- 2. Increase the load on the 3. Denial of Service for
tem node with increasing traffic Battery Depletion

5 Conclusion

In this paper, an approach to ensure security in active data networks, based on the use
of virtual processing, is proposed. The main advantage of this approach is the inde-
pendence of the solution implementation from the system hardware and network
decentralization.
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The threats and possible attacks on the active data networks were considered.
Experimental stand for the implementation of active data technology was presented.

At the moment it is planned to consider described experiments on a simulator. After
testing on a virtual network, to complete the study, this technology will be imple-
mented on an unmanned drones network.
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